
TN Postal Circle Web Application 

Security Audit Report Date: 04-12-2024 

Staging server Link: https://postal.360degreeinfo.online/ 

Summary: The identified issues in the security audit report dated 04-12-2024 have been 

addressed. Solutions for each issue are provided, and screenshots have been attached 

corresponding to the index numbers and titles in the report for reference. 

 

1. SQL Injection 

 

As per recommendation can add server side sql injection 

2. Cross Site Scripting 

 

2.1 Add user side validation in add title field 

 

https://postal.360degreeinfo.online/


 

 

 

 

 

2.2 also adding a server side validation while adding a title 

 

 

 

 

 

 



 
 
3.Unrestricted File Upload 

while file uploading adding both user and server side validations 

 

 

 

 

 

4.Missing HTTP Security Headers 

 

 

 

 



 
5. PHP Info Page Disclosure 

 
6.Multi Factor Authentication  

 

 

 



7.Application allows multiple logins for same user account 

 

 

 



8. Directory Listing 

 

 

 

9. Cookie Same Site Set as None 

 

 
 
10 Vulnerable / Outdated JavaScript libraries 

As per your recommendation can add upgrade to the latest versions 
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